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70%
Of those impacted by 
cyberattacks believe the 
cost of failing to vet third-
party vendors results in up 
to $13MM in losses5

Costs and lost revenues from cyber attacks are skyrocketing due to 
challenges associated with identifying and mitigating escalating 
cyber threats brought on by third-party business relationships. 
RiskRecon helps financial institutions identify cyber vulnerabilities 
from third parties before they can be exploited. 

RISKRECONTM

Third-party relationships expose your 
organization to increased cyber risk
Cybercrime is a $350 billion problem 
worldwide...and growing.1  Costs and lost 
revenues from cyber attacks are skyrocketing 
as cyber criminals exploit the gaps in an 
organization’s defenses—especially those from 
third-party business relationships. As a result, 
escalating dependencies on third-party 
providers have significantly increased cyber 
risk for many financial institutions. 
Dr. Larry Ponemon of The Ponemon Institute 
confirms, "As the threat landscape evolves, 
cyber criminals are leaving no stone unturned, 
and companies, no matter how big or small, 
are only as strong as their weakest link.”2

Pinpoint and prioritize cyber risk 
in your third-party business 
relationships

$6T
Estimated annual global 
cyber crime damage 
costs by 20213

Third-party cyber risk monitoring can be 
unreliable, costly and time-consuming
Many organizations face challenges in 
identifying and mitigating escalating cyber 
threats, often lacking visibility into accurate 
information available about third-party vendors 
and service providers. Cyber risk assessment 
solutions can be costly yet unreliable in 
quantifying cyber risk levels. Organizations may 
also lack control over performing assessments. 
And continuous monitoring of third-party cyber 
risk is manually intensive for organizations, 
requiring significant resources to sustain. 
In fact, over half of all companies experienced a 
breach from a third-party provider, yet only 16% 
were prepared to mitigate those cyber risks.4

RISKRECONTM
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RISKRECONTM

Effectively assess your cyber risk from third-party vendors

RiskRecon proactively monitors the cyber 
environments of your third-party service 
providers to identify and prioritize cyber threats 
to your organization resulting from 
vulnerabilities incurred through your business 
relationships. RiskRecon evaluates the security 
and infrastructure safeguards and gaps in your 
organization’s online cyber environment without 
interfering in your day-to-day business—
providing you with:

Accurate, automated risk assessments help to reduce losses 
while saving your time and resources in managing cyber risk

1 Reduce financial losses by protecting their online environment from danger of 
compromise.
Gain greater control and flexibility by performing assessments as often as needed 
on as many third parties as required.
Save time and resources using automated risk assessments.
Obtain more reliable, accurate assessments by collecting verifiable third-party 
data from public domains.
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For more information, contact your Mastercard account representative. 

With no coding or integration required, RiskRecon is easy to implement. Simply enroll and agree to 
the terms and conditions within the application to get started. 

RISKRECONTM

ü Aggregated cyber risk rating for every third-
party service provider and vendor assessed

ü Alerts on issues exceeding risk thresholds

ü Downloadable detailed reports on all uncovered vulnerabilities
ü Benchmarking of third-party service providers and vendors against standardized compliance 

frameworks and amongst one another

ü Actionable risk plans that can be easily shared with third-party service providers and vendors 
using the collaboration portal 


